PRIVACY POLICY
This privacy policy informs you about our online collection and use of data and how we use information that identifies you personally when you use our website www.pantomime.it (the “Site”).

Effective starting: August 25, 2020

What This Privacy Policy Covers
Pantomime.it and all services operated from Pantomime.it owned and operated by LLC "CONTENT MONITORIN" and its affiliates (hereinafter referred to as “Pantomime”, “we” or “us”).

We collect certain information about you which enables us to do business with you and improve our services. Your privacy is very important to us. And in order to protect it we have adopted this Privacy Policy which applies to any and all personal information you submit to us in connection with your access to and/or use of our websites: www.pantomime.it (hereinafter referred to as the “Website”).
We offer a wide range of services collectively referred to herein as "Services".
This Privacy Policy also covers the options you have regarding how we use the provided information about you. These options include: how you can object to certain uses of your personal information and how you can access certain information which you wish to update. If you do not agree to abide by this Privacy Policy, please do not access or use our Services or interact with any other aspect of our business.
What Information We Collect About You
We shall collect information about you that you provide to us while using our Services, and when other third parties provide it to us, as further described below.
Information That You Provide To Us
We shall collect information about you when you input it into the Services or otherwise provide it directly to us.

Device and Connection Information
Whenever you access the Website, some information may be collected, e.g. your IP, URLs of referring/exit pages, device identifiers, crash data, email address, and navigational information. In addition to log data, we may also collect information about the device you’re using Pantomime on, including its type, operating system, settings, unique identifiers, and crash data. Whether we collect any or all of this information often depends on what type of device you’re using and its settings. For example, different types of information are available depending on whether you’re using a Mac or a PC, or an iPhone or an Android phone. To learn more about what information your device makes available to us, please check the policies of your device manufacturer or software provider. 
Information
Your email address and images shall be collected when you use our Services. 

We may occasionally ask questions about your preferences as a user in order to best serve you and improve the use of our website. Providing information regarding your usage and preferences is always voluntary. However, if you choose not to provide the information, some products and services may not be available to you. We may use your email to contact you regarding our services, products and promotional offers for direct marketing purposes.

Information You Provide Through Our Support Channels
The Services also include our customer support, where you may choose to submit information regarding any problems you may experience while using our Services. Whether you designate yourself as a technical contact, open a support ticket, speak to one of our representatives directly or otherwise engage with our support team, you will be asked to provide contact information, a summary of the problem you are experiencing, and any other documentation, screenshots or details that would be helpful in resolving the issue.
Your Use of the Services
We keep track of certain information about you when you visit and interact with any of our Services. This information includes the features you use; the links you click on; the type, size and filenames of attachments you upload to the Services; frequently used search keywords; and how you interact with other users on the Services.
Third Parties
We receive information about you and your activities on and off the Services from third-party partners, such as advertising and market research partners who provide us with information about your interest in and engagement with our Services and online advertisements.

How We Use Information We Collect
We may use the information we collect for a number of purposes. How we use the information we collect depends in part on which Services you use, how you use them, and any preferences which you have communicated to us. These specific purposes are as follows.
To Provide the Services and Personalize Your Experience
We use information about you to provide the Services to you, including to process transactions with you, provide customer support, and operate and maintain the Services.
Our Services also include tailored features that personalize your experience, enhance your productivity, and improve your ability to collaborate effectively with others by automatically analyzing your team’s activities to provide search results, activity feeds, notifications, connections, and recommendations that are most relevant for you and your team. Whenever you use the multiple Services, we combine information about you and your activities to provide an integrated experience.
For Research and Development Purposes
We use collective learning about users’ behaviour on our Services and direct feedback to troubleshoot and to identify trends, usage, activity patterns, and aspects of the Services to integrate and to improve the Services. 

For Communication Purposes
We shall use your contact information to send transactional communications via email and within the Services, i.e. to respond to your comments, questions and requests, to provide customer support, and to forward you technical notices, updates, security alerts, and administrative messages.
Customer Support
We use your information to resolve any technical issues you encounter, to respond to your requests for assistance, to analyze crash information, and to maintain and improve the Services.
To Protect Our Interests And Legal Rights
We shall disclose the information to the extent required by law including legal claims, compliance, regulatory, and audit, or otherwise we believe required to protect our legal rights, interests and the interest of third parties, including without limitation disclosure obligations upon the business acquisition, merger or sale.

Your Consent
We use information about you where you have given us consent to do so for a specific purpose not listed above. For example, we may publish testimonials or featured customer stories to promote the Services, provided that we received your prior permission.

Legal Basis for Processing Information (for EEA Users)
If you are an individual in the European Economic Area (EEA), we shall collect and process information about you only where we have legal basis for such actions under applicable EU laws. The legal basis depends on the Services you use and how you use them. This means we shall collect and use your information only when:

We need it to provide you with the Services, including to operate the Services, provide customer support and personalized features and to ensure the safety and security of the Services;
 It satisfies a legitimate interest (which is not overridden by your data protection interests), such as for research and development, to market and promote the Services, and to protect our legal rights and interests;
You have given us prior permission for a specific purpose; or
 We need it to disclose your personal information to the extent required by law.
If you have given us a prior permission to use your personal information, you are entitled to withdraw this permission at any time; however, it will not affect any processing that has already been started.

How We Share Information We Collect
We create collaboration tools to facilitate your work and we wish them to aid you as best as possible. This implies sharing information through the Services with certain third parties. We share information we collect about you the following ways, including: in connection with possible business transfers, but we are not in the business of selling information about you to advertisers or other third parties.

Sharing Information with Other Service Users
When you use the Services, we share certain information about you with other Service users.

Sharing Information with Third Parties
We don’t share your personal information with any unrelated third parties. But we may use third parties to outsource one or more aspects of our business (such as operating, providing, improving, integrating, customizing, supporting, and marketing our Services). We reserve the right to disclose to such third parties the information necessary to provide such services.

Sharing Information with Affiliated Companies
We share information we collect with affiliated companies and, in some cases, with prospective affiliates. Affiliated companies are companies owned or operated by us. The protection of this privacy policy applies to the information we share in these circumstances.

Service Providers
We work with third parties that provide us with certain services including but not limited to website and application development, hosting, maintenance, backup, storage, virtual infrastructure, payment processing, analysis, and other services, which may require them to access or use information about you. If a service provider needs to access your personal information to perform services on our behalf, they do so under close instruction from us, including policies and procedures designed to protect your confidential information.

Links to Third Party Sites
The Services may include links to third party websites or services. Third parties may have different privacy policies. If you submit any information to any of third party websites, your information is governed by their privacy policies. Pantomime is not responsible for such privacy policies, you do so at your own risk.

Compliance with Enforcement Requests and Applicable Laws; Enforcement of Our Rights
In exceptional circumstances, we may disclose information about you to a third party if such disclosure deems reasonable, appropriate or necessary to (a) comply with any applicable law, regulation, legal process or governmental request, including to meet national security requirements, (b) enforce our agreements, policies and terms of service, (c) protect the security or integrity of our products and services.

How We Store and Secure Information We Collect
Data Security
Whenever you submit an order to Pantomime, you can do so over a secure (i.e. encrypted) connection to ensure the entire security of your personal information.

In the unlikely event that an unauthorized third party compromises Pantomime’s security measures, Pantomime will not be responsible for any damages directly or indirectly caused by an unauthorized third party’s ability to view, use, or disseminate your information.

[bookmark: _GoBack]Reviewing, Updating or Correcting Your Information. If at any point you wish to access your personal information to change your preferences, review the accuracy, correct, supplement or modify your information, you may either sign in your account, or make a written request to .

How Long We Keep Information
How long we keep the personal information we collect depends on the type of information, as described in further detail below. After such time, we will either delete or anonymize your information or, if this is not possible (for example, because the information has been stored in backup archives), then we shall securely store your information and isolate it from any further use until deletion is possible.

Account Information
We retain your account information for as long as your account is active and a reasonable period thereafter in case you decide to re-activate the Services. We also retain some of your information as necessary to comply with our legal obligations, to resolve disputes, to enforce our agreements, to support business operations, and to continue to develop and improve our Services. Whenever we retain information for Service improvement and development, we take steps to eliminate information that directly identifies you, and we only use the information to uncover collective insights about the use of our Services, not to specifically analyze your personal characteristics.

Marketing Information
If you have signed up to receive our newsletters, we retain information about your marketing preferences for a reasonable period of time from the date you last expressed interest in our Services. We retain information derived from cookies and other tracking software for a reasonable period of time from the date such information was created.


Access and Update Your Information
Our Services enable you to access and update certain personal information within the Services. You can update your profile information within your profile settings and modify content that contains your personal information using editing tools associated with that content.

Deactivate Your Account
If you no longer wish to use our Services, you or your administrator may be able to deactivate your account.

Request Us To Stop Using Your Information
In some cases, you may ask us to stop accessing, storing, using or otherwise processing your information if you believe we don't have the appropriate rights to do so. You can also opt out of our use of your information for marketing purposes by contacting us, as provided below. When you make such requests, we may need time to investigate and facilitate your request. If there is a delay or dispute about whether we have the right to continue using your information, we will restrict any further use of your information until the request is honored or the dispute is resolved, provided your administrator does not object (where applicable).

Opt Out of Communications
You may opt out of receiving promotional communications from us by using the unsubscribe link within each email, updating your email preferences within your Service account settings menu, or by contacting us as provided below to have your contact information removed from our promotional email list or registration database.

How We Transfer Information We collect internationally
International Transfers of Information We Collect
We collect information globally and primarily store that information in Russia. We transfer, process, and store your information outside of your country of residence, to wherever we or our third-party service providers operate for the purpose of providing you with the Services. Whenever we transfer your information, we take steps to protect it.

How We Protect Your Personal Information
Whenever you submit an order to Pantomime, you can do so over a secure (i.e. encrypted) connection to ensure that your personal information is not at risk. In the unlikely event that an unauthorized third-party compromises Pantomime’s security measures, we will not be responsible for any damages directly or indirectly caused by an unauthorized third party’s ability to view, use, or disseminate your information.

Children’s Privacy
We do not intend to either solicit or knowingly collect personal information from children under the age of 18. If you are under 18, please do not access, use, or enter information on the Website.

Changes to our Privacy Policy
We may change the terms of this Privacy Policy at any time. We will post any revised privacy policy on this page and, if the changes are significant, we will post a notice on the Services homepages,  or inform you via an email notification. We will also keep prior versions of this Privacy Policy in an archive for your review. We encourage you to review our privacy policy whenever you use the Services to stay informed about our information practices and the ways you can help protect your privacy.

If you disagree with any changes to this privacy policy, you will need to stop using the Services and deactivate your account(s), as outlined above.

Contact Us
Your information is governed by LLC "CONTENT MONITORIN". If you have any questions regarding this Privacy Policy, please contact us at  ______________ .

Location address: 454090, Chelyabinsk region, Chelyabinsk, Truda st., 64a, office 406
